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1. Introduction 
This guide highlights the necessary preparations engineers must undertake for a smoother and more 

successful installation. Opera 3 SQL SE installation experience, OS environment (Win 11, Win Svr 

2019-2022, SQL Server 2022), and IIS configuration are expected.  
 

Before installing Opera 3 SE and associated Opera 3 SQL SE Components (e.g., Pegasus Data 

Connector), prerequisites must be installed/updated and configured on a clean VM/new hardware 

environment or update the components where needed and configure on your current working 

laptop/PC. Confirm by following the checklist.  

2. Pre-requisites and Considerations 
In this section, you must check that the necessary prerequisites are installed and applied. 

• Software Environment 

• ASP.NET Core 8.0 Hosting Bundle: x64 

• Dot Net Desktop Runtime: x64 

• Opera 3 SQL SE v2.98.00 or higher 

• Applications appropriately licensed 

• SAM 

• IIS (relevant components) 

2.1. Software Environment 
The following are recommended versions. 

Software  Description  

Windows Server 2019+   The Windows Server environment.  

Windows 11v23H2+ The Windows 11 Desktop environment. 

 

2.2. ASP.NET Core 8.0 Hosting Bundle: x64 
The ASP.NET Core 8.0 Hosting Bundle must be installed for the Data Connector to work.  You can 

download a copy from https://dotnet.microsoft.com/permalink/dotnetcore-current-windows-

runtime-bundle-installer. 

 

2.3. Dot Net Desktop Runtime: x64 
Dot Net Desktop Runtime must be installed for the Data Connector to work.  You can download 

a copy from Download .NET 8.0 Desktop Runtime (v8.0.7) - Windows x64 Installer 

(microsoft.com). 

  

https://dotnet.microsoft.com/permalink/dotnetcore-current-windows-runtime-bundle-installer
https://dotnet.microsoft.com/permalink/dotnetcore-current-windows-runtime-bundle-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-desktop-8.0.7-windows-x64-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/runtime-desktop-8.0.7-windows-x64-installer
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2.4. Dot Net SDK 8.0 Runtime: x64 
If you are not using the recommended versions listed in section 2.1, you must install the Dot 

Net SDK 8.0 Runtime for the Data Connector to work. You can download a copy from 

https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/sdk-8.0.303-windows-x64-

installer 

2.5. Opera 3 SQL SE 
The main requirement for Opera 3 SQL SE is that version 2.98.00 or higher is installed and 

properly activated. 

2.6. Opera 3 SQL SE Client 
No direct set-up or configuration is needed. 

2.7. Configuring IIS components 
   There should be minimal requirements, including components for installing the Data Connector.  

The default components included with IIS are required when enabled, but a few more 

components are not switched on as default and need to be enabled – See Appendix for 

complete list. 

Windows Server 2019 Roles & Features 

ASP.NET 4.7 ▪ .Net Framework 4.7 Features 

▪ Net Framework 4.7 

IIS - Web Server – Security ▪ Windows Authentication 

IIS - Management Tools ▪ IIS Management Console 

Windows 11 

.NET Framework 4.8 Advanced Services ▪ ASP.NET 4.8 

IIS – Web Management  ▪ IIS Management Console 

IIS – World Wide Web Services – Application 

Development Features 

▪ .NET Extensibility 4.8 

▪ ASP.NET 4.8 

▪ ISAPI Extensions 

▪ ISAPI Filters 

IIS – World Wide Web Services – Security ▪ Windows Authentication 

 

https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/sdk-8.0.303-windows-x64-installer
https://dotnet.microsoft.com/en-us/download/dotnet/thank-you/sdk-8.0.303-windows-x64-installer
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3. Installing the Data Connector 
The installation of the Data Connector is available as part of the Opera 3 SQL SE build.  Ensure you 

are on the correct version of Opera 3 SQL SE that is compatible before installing the Data Connector. 

 

 

1. Run the Set-up.exe; at the welcome screen, click Next. 

 
2. Confirm the default Port Number. 

NB: This defaults to 8080 and can be changed. The default one will also offer a different 

number if it is in use. 

 
3. Select the location where the Data Connector will be installed. It is recommended that you 

use the default location. 
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4. Click Install to complete the installation process. 

 

 

 

 

 

 

5. The base location of the default website will provide basic connection details 

(localhost:8080). 
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4. IIS Post Installation checks 
Once the Data Connector has been installed, it is recommended to check that the relevant IIS 

components have been installed, configured and applied. 

4.1. Application Pools 
Ensure the PDCAppPool has been created and has the relevant properties as illustrated in the 

screenshot below. 

 

 

4.2. Sites 
Ensure the Pegasus Data Connector site has been created and has the relevant properties applied for 

authentication and settings as illustrated in the screenshots below. 
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4.3. Activating the Data Connector 
Once you have installed the Data Connector, you can activate this via the SAM.  Go to External – 

Data Connector and enter a valid key.  This follows the same concept as the SE Bespoke licence 

entry. 

 

 

5. Configuring and Setting up Security and Permissions 
Data Connector permissions are based on the Opera user calling the Data Connector. Security is 

divided into two parts: 

• Authentication – validate and identify the user from their credentials. At this point the 

system has found out the relevant Opera user or rejected them. 

• Authorisation – determine what permissions the user has after authentication. For the Data 

Connector this is what companies and tables they are allowed to see. 

Once installed and activated, the system needs to be configured for the Data Connector to be used.  

There are two main elements that need to be set to complete the Data Connector configuration and 

respective permissions: 

• Opera 3 SQL SE System – User Profiles / SAM External User (Windows Authentication) 

• SAM – Reporting (Authorisation) 
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5.1. Authentication 
There is no login form for the Data Connector API, so direct use of the Opera username and 

password is impossible. Instead, other credentials are used, which must be mapped to an Opera 

User (User Mapping). 

NB: A separate Opera user must be created for the Data Connector testing and mapped to their Windows 
Domain Login in SE Client >> Admin Maintenance >> User Profiles (see below): 

 
 

Supported credentials for Data Connector are: 

• Trusted (i.e. domain) credentials (Standard User – Windows Authentication) 

• SAM External users (TPD User – Basic Authentication) 

Passing credentials from the user (using reporting or custom software) to Pegasus code, a standard 

web technologies and IIS feature, will host the primary Data Connector process.  

Validate and identify the user based on their credentials. At this point, the system has found the 

relevant Opera user or rejected them. 

NB: Windows authentication cannot generally be used if the application is running on a different 

network, calling the data connector from a service account (e.g., LOCAL SERVICE), or using a non-

Windows OS. In these cases, only Basic Authentication can be used. 

 

5.2. Trusted Credentials (Standard User – Windows Authentication) 
This section details the configuration for Trusted Credentials. 

The first element to set-up is the Network Restriction setting within User Profiles.  This is used to 

connect the Windows User with the Opera user therefore utilising a concept of single sign on.  For 

the Data Connector it is the Windows user that is required for the permissions to be used with the 

Data Connector. 
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6. Appendix  
Below are the minimum settings required for the Data Connector. If any other option is already 

selected, leave it selected as it may be required for other parts of your system.  

Windows 11 Roles & Features: 
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Windows 11 Roles & Features: 
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 Windows Server 2019 Roles & Features: 
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For server 2019: 
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